
Responsible AI in 
Transportation
Balancing Innovation, Safety, and Security



Machines that mimic 
human intelligence by:

• learning from data 
• identifying patterns
• making decisions or 

predictions

What Is Artificial Intelligence (AI)?

Artificial Intelligence

Machine Learning
Natural Language

Processing

Deep Learning

Computer
Vision

Gen
AI

Large 
Language 

Models (LLM)
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Progression of AI in Transportation 
Before 
2000

Foundational Logic-Based Systems
Hard-coded logic, no learning
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Before 
2000

Early Machine Learning
Data-trained models for toll pricing, 

ETA prediction, and signal timing

2000s

Progression of AI in Transportation 
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Progression of AI in Transportation 
Before 
2000

Deep Learning, CAVs
Computer vision and CAVs expand AI 

into real-time operations

2000s

2010s

Live traffic, live rerouting—on a global scale.
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Progression of AI in Transportation 
Before 
2000

2000s

2010s

AI inside—real or 
hype!?!

LLMs and Collaborative AI
Chatbots, Edge AI, and AI-driven decision systems

2020s
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Progression of AI in Transportation 
Before 
2000

2000s

2010s

2020s

Future

Adaptive, Auditable, Responsible AI
AI learns with us. Context-aware, trustworthy, and 

accountable.

AI Inside—finally 
more help than 

hype.
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Applications of AI in Transportation

Active-Vision 
Video Analytics
• Anomaly Detection
• Centralized or “at 

the edge”

TDOT Decision 
Support
• Variable speed 

limits
• Detour routing

Chat-Based 
Interfaces
• Natural language 

interface to ATMS
• Ask questions about 

your documents
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Computer Vision
AI Anomaly Detection
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Active-Vision: AI-Powered Video Analytics
• Detects and interprets video feeds 

using deep learning
• Classifies objects, including vehicles 

and people
• Tracks vehicles and estimates speeds

• Analyzes traffic flow patterns

• Multiple use cases for the technology
• Wrong way driver detection

• Pedestrian alerts
• Anomaly detection
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Active-Vision: Wrong Way Driver Detection

Learns the correct 
direction of traffic flow 
and detects wrong way 

vehicles
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AI Decision Support
TDOT I-24 Smart Corridor
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TDOT Traffic Control: 
AI-Powered Speed Limit Decisions

[design details in Y. Zhang, M. Quiñones-Grueiro, Z. Zhang, Y. Wang, W. Barbour, G. Biswas, D. Work, 2023]

• Each gantry 
• Uses nearby traffic data to suggest safe speed limits
• Consistent logic at every location keeps operations scalable

• Adapts in real time to changing traffic and conditions
• Follows TDOT’s rules to avoid sudden speed drops
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Since deployment on Feb 26, 2024:
• The AI-enabled VSL has made 50 million decisions
• 40 million trips on the corridor with the algorithm running
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VSL Implemented in SWCS
Operator Validation in ATMS
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Algorithm Validation With Data Comparisons
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Chat-Based Interfaces
Large Language Models for Transportation
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Chat With Your ATMS

18

Use normal language to perform complex operations



Chat With Your SOPs

 Operator 
What’s our SOP if we get a stalled vehicle in the left lane near MM 
142 during peak hours?

 TMC SOP Helper
According to [SOP 5.3.2], for a stalled vehicle in a travel lane during peak 
hours:
• Notify Highway Patrol immediately
• Dispatch a tow within 6 minutes if shoulder access is blocked
• Activate upstream DMS: “LEFT LANE BLOCKED – USE CAUTION”
• Update the incident log every 10 minutes until cleared
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Chat With Your SOPs

 Operator 
Do we notify media or just update the traveler info system?

 TMC SOP Helper 
Traveler info update is required within 5 minutes.
Media alerts are optional unless the blockage lasts more than 30 minutes 
([SOP 7.1.4]).

 Operator 
Can you show me the ramp meter adjustment steps if congestion 
builds behind this?

 TMC SOP Helper 
Per [SOP 4.2.6]:
• Switch affected meters to manual override
• Increase green time by 5 seconds for ramps feeding the queue
• Notify adjacent TMC if queues exceed 1,000 ft
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  Innovation

• Speed

• Automation

• Insights

  AI Risks

• Bias

• Overreliance

• Loss of Transparency

Balancing Innovation and AI Risks
“With great power comes great responsibility.”

- Spider-Man

Innovation provides power—responsibility makes it purposeful
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Principle What It Means In Transportation Context

Transparency
AI decisions can be explained 
and understood

Operators know why a VSL changed, or detour 
was suggested

Fairness
AI treats users and communities 
equitably

Service quality is consistent across regions and 
demographics

Security & 
Privacy

AI protects data and resists 
misuse

Documents stay secure; edge AI keeps 
personal info local

Accountability
AI supports and does not 
replace human decision-making

Staff can verify, override, and act without the AI 
if needed

What Does Responsible AI Really Mean?
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Responsible AI: Transparency in Practice
Why Did the System Do That?

VSL changes in ATMS
• System logs the current conditions and the resulting 

VSL changes
• Operators can view the logic and override if needed

Data AI Model
VSL 

Messaging
Operator 
Oversight

I understand the 
decision and can step 
in if something looks 

wrong.

Logs the data which 
triggered reduced speed 

limits
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Responsible AI: Fairness in Practice
Equity by Design

Active-Vision: anomaly detection using computer vision
• Consistent detection with varying traffic volumes 
• Should not rely upon CCTV density

Rural Urban

Anomaly detection with a single PTZ CCTV in either environment
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Responsible AI: Security & Privacy in Practice
Keeping Data Safe By Design

• Systems are architected to minimize attack 
surfaces
• Limit external access 
• Isolate model environments

• Sensitive data is removed before AI processing
• PII
• HIPAA-protected info
• IP addresses
• User information in logs

• AI components follow least-privilege access 
principles
• Only the data needed for the task is visible to 

the model
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Responsible AI: Accountability in Practice
AI Supports, Humans Decide

LLM Chatbots
• Only performing and responding to what is asked
• Provides links to the SOPs for verification
• Operators view recommended actions, can verify 

or override

Operator 
Request

AI Model
Recommended 

Actions

Operator 
Reviews and 

Decides

I verified what the SOP 
says—I’ll send the 

alert.

Determines the response 
based on the request and 

the data available
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Responsible AI in Action

This isn’t about slowing 
innovation. 

It’s about building 
systems we can trust—
today and tomorrow.

Powerful AI needs smart 
guardrails.
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Questions?

Lynne Randolph
Institute Engineer

lynne.randolph@swri.org 

Brent Becker

Lead Analyst

brent.becker@swri.org 

mailto:lynne.randolph@swri.org
mailto:Brent.becker@swri.org
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