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Respon3|ble Al in
Transportation

Balancing Innovation, Safety, and Security



What Is Artificial Intelligence (Al)?

Machines that mimic Artificial Intelligence e
. . Language
human intelligence by: Models (LLM)
* learning from data y——
Najgural Language
* identifying patterns T N
Deep Learning >
* making decisions or 6 ,
predictions

Computer "
Vision



Progression of Al in Transportation

Before
2000
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-------------- Foundational Logic-Based Systems
Hard-coded logic, no learning
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Progression of Al in Transportation
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Early Machine Learning
Data-trained models for toll pricing,
ETA prediction, and signal timing
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Progression of Al in Transportation

Before
2000
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Deep Learning, CAVs
Computer vision and CAVs expand Al
into real-time operations ~ jo
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Progression of Al in Transportation

Before
2000
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<®'> Al inside—real or LLMs and Collaborative Al
hype’?: Chatbots, Edge Al, and Al-driven decision systems

inside

-
-
-
-
-
™
-
-
—-—
-—
—-—
—
—-—
—-—
—
—
—
_———
—
—_
—
_—
_—
——
_—
_—_
—_



Progression of Al in Transportation

Adaptive, Auditable, Responsible Al
Al learns with us. Context-aware, trustworthy, and
accountable.

Before
2000

Al Inside—finally
more help than

hype.

inside




Applications of Al in Transportation

Active-Vision

Video Analytics

e Anomaly Detection

e Centralized or “at
the edge”

TDOT Decision
Support

e Variable speed
limits
e Detour routing

Chat-Based

Interfaces

e Natural language
interface to ATMS

e Ask questions about
your documents




Computer

Al Anomaly Detection



Active-Vision: Al-Powered Video Analytics

* Detects and interprets video feeds
using deep learning

* Classifies objects, including vehicles
and people

* Tracks vehicles and estimates speeds

* Analyzes traffic flow patterns

* Multiple use cases for the technology
* Wrong way driver detection
* Pedestrian alerts

* Anomaly detection
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Active-Vision: Wrong Way Driver Detection

Learns the correct

direction of traffic flow
and detects wrong way
vehicles
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Tiger Line 2017

Nashville

0 Mies

LUMITATION OF LIADLITY: MOR INC. ACKMOWALIDOES

THE PHERENT LINITATIONS OF Q5 PROCUCTS

HOR. INC. AND THE MIOVIOERS OF THE SOURCE DATA

MAKE NO WARRANTY OR MEPRTSENTATIOME OF ANY

D, NCLLOMNG, DUT NOT LMITID TO, THE WARRANTES

OF MIRCHANTABILITY Ot TITHNESS POR A PARTIOULAR

VEE, NOR ARE ANRY SUOH WARBANTES TO B NALED .
WITH RESPECT TO TME FPROCUCTES PURNEMID HEREN

Al Decision Support

TDOT I-24 Smart Corridor

12



TDOT Traffic Control:
Al-Powered Speed Limit Decisions

gy\B TDOT . / VANDERBILT

Departmentof Wy UNIVERSITY
e |aNsportation

a RDS
® VSL Gantry
—— |-24 Segment

* Each gantry

* Uses nearby traffic data to suggest safe speed limits
* Consistent logic at every location keeps operations scalable

* Adapts in real time to changing traffic and conditions
* Follows TDOT’s rules to avoid sudden speed drops
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Operator Validation

iIn ATMS

&0

New Options Layouts Tours

Cameras: @) Local () C2C
_)RCA

Name -
(026) R3A-00140-209.3E (026)
(027) R3A-00140-208.8E (027)
(028) R3A-00140-208.2E (028)
(029) R3A-01440-000.0E (029)
(030) R3A-00140-207.0W (0...
(031) R3A-00140-207.7W (0...
(032) R3A-00165-085.25 (032)
(033) R3A-00165-086.0S (033)
(034) R3A-00SR6-011.2S (0...

(035) R3A-00SR6-012.0N (0...
(036) R3A-00SR6-012.6S (0...

(037) R3A-00SR6-013.0N (0...
(038) R3A-00SR6-014.2N (0...
(039) R3A-00SR6-014.95 (0...

(040) R3A-00SR6-015.6N (0...
(041) R3A-00124-044.0F (041)
(042) R3A-00124-043.4E (042)
(043) R3A-SR155-017.3 (043)
(044) R3A-SR155-016.9W (...

(045) R3A-00124-049.0W (0...
(046) R3A-00165-085.7S (046)
(047) R3A-00165-081.5N (0...

(048) R3A-00124-042.3E (048)
(049) R3A-SR386-002.3W (...

(050) R3A-00165-097.65 (050)
(051) R3A-00140-203.9W (0...
(052) R3A-00140-201.6W (0...
(053) R3A-00165-080.0S (053)
(054) R3A-00165-077.9N (0...

(055) R3A-00124-055.3W (0...
(056) R3A-00124-052.6E (056)
(057) R3A-00140-213.5E (057)
(058) R3A-00140-213.2 (058)

(059) R3A-00140-218.1W (0...
(060) R3A-SR155-016.0E (0...

(061) R3A-SR155-015.5W (...

(062) R3A-00140-215.0W (0...
(063) R3A-01440-005.0W (0...
(064) R3A-01440-001.2E (064)

F
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=th in= =thintn=thnn =
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VARIABLE
SPEED LIMIT

r4el |
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Selected Corridor | |-24 Westbound

Settings ~

Settings

MILE MARKER 54.@

MILE MARKER 54.6

MILE MARKER 54.8

MILE MARKER 55
=

MILE MARKER 55.2

MILE MARKER 55.4

MILE MARKER 55.6

-

Name

- 1-40 Westbound

140-222 8W

H0-222.8W

R3G-00140-196.4W (461)

40-223.2W

140-223.2W

R3G-00140-198.2W (286)

120-223.6W

140-223.6W

R3G-00140-198.9W (289)

140-224.0W

140-224.0W

R3G-00140-199.5W (290)

H0-224.2W

1H0-22482wW

R3G-00i40-199.9W (293)

120-224 4W

0-2228.4W

R3G-00140-200.2W (294)

Statii Suggested
Normal

e
Noemat ‘7"6

B (5]

=

=

i
Normat 70

Message Displayed Speed

Cumrently cispioyed

40 40 40 40

[ o—

50 50 50 50

Currenziy Gupicyec

60 60 60 S0

Comrently Sapicyed
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Algorlthm Valldatlon With Data Comparlsons

MM 70
80 mph

MM 55 JRE

MM 70

MM 55
0 mph

6:00 AM noon 6:00 PM
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Chat-Based Interfaces

Large Language Models for Transportation



Chat With Your ATMS

# Operator:
Show CCTV feeds near active alarms. % Desktop Video Wall 1 *

lew Options Layouts Tools

= ATMS Helper:
1/1] 006-FLIR-ITSPole

There are currently 4 active alarms. Would you like to view cameras near each?

® Operator:

Yes. Show the closest camera to each alarm.

= ATMS Helper:

Opening video on desktop for the 4 nearest cameras:

e Camera 006-FLIR-ITSPole (Alarm: NB 281 @ Evans)
Camera 007-FLIR-ITSPole (Alarm: SB 1604 @ Culebra)
Camera 005-Vicon-Impath-C (Alarm: TMC Equipment Room)

Camera 008-Hik-Signal-Mast (Alarm: WB I-10 @ UTSA)

Launching in 2x2 split view...

Use normal language to perform complex operations




Chat With Your SOPs




Chat With Your SOPs




Balancing Innovation and Al Risks

“With great power comes great responsibility.”
- Spider-Man

# |Innovation

* Speed A Al Risks

e Automation
* Insights

® Bias
e Overreliance
e | oss of Transparency

Innovation provides power—responsibility makes it purposeful

21



What Does Responsible Al Really Mean?

-m What It Means In Transportation Context

Al decisions can be explained Operators know why a VSL changed, or detour
Q Transparency

and understood was suggested
T Fa Al treats users and communities Service quality is consistent across regions and
== airness
equitably demographics
G Security & Al protects data and resists Documents stay secure; edge Al keeps
Privacy misuse personal info local
P Al supports and does not Staff can verify, override, and act without the Al

a#» Accountability o , _
replace human decision-making if needed

22



Responsible Al: Transparency in Practice
Why Did the System Do That?

VSL changes in ATMS

* System logs the current conditions and the resulting
| understand the

VSL changes decision and can step

in if something looks

* Operators can view the logic and override if needed wrong.

VSL Operator

Dt Al Wodis Messaging i Oversight

Logs the data which
triggered reduced speed
limits

23



Responsible Al: Fairness in Practice
Equity by Design

Active-Vision: anomaly detection using computer vision
* Consistent detection with varying traffic volumes

* Should not rely upon CCTV density

Anomaly detection with a single PTZ CCTV in either environment

24



Responsible Al: Security & Privacy in Practice™
Keeping Data Safe By Design

* Systems are architected to minimize attack

surfaces
* Limit external access ® T
* |solate model environments
* Sensitive data is removed before Al processing i
* Pl

* HIPAA-protected info
* |P addresses
* Userinformationin logs

* Al components follow least-privilege access
principles

* Only the data needed for the task is visible to
the model



Responsible Al: Accountability in Practice
Al Supports, Humans Decide

LLM Chatbots
* Only performing and responding to what is asked
* Provides links to the SOPs for verification | verified what the SOP
. ] ] says—I’ll send the
e Operators view recommended actions, can verify alert.
or override

Operator
Reviews and
Decides

Operator Al Model Recommended
Request Actions

Determines the response
based on the request and
the data available

26



Responsible Al in Action

This isn’t about slowing
innovation.

It’s about building

systems we can trust—
today and tomorrow.

Powerful Al needs smart
guardrails.




Questions?
Brent Becker

Lead Analyst
brent.becker@swri.org

Lynne Randolph
Institute Engineer
lynne.randolph@swri.org

ADVANCED SCIENCE. APPLIED TECHNOLOGY.

swri.org


mailto:lynne.randolph@swri.org
mailto:Brent.becker@swri.org
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